


LessPay – our developed HCE app based on our constructed

attack – on their smartphones. Fig. 1 presents a step-by-step

workflow of our constructed attack. In the attack, there are two

important phases: tampering entrance data (Step 1-2 in Fig. 1)

and relay attack on AFC card (Step 4-7 in Fig. 1), which we

outline in the following.

• Phase 1: Tampering entrance data. As shown in Fig. 1,

when a LessPay user wants to have a trip by metro, she

first taps her smartphone on an entrance terminal. Then,

the entrance terminal writes the entrance data into the AFC

card emulated by LessPay, indicating the user’s entrance

station and timestamp. Subsequently, the entrance data is

reported to the cloud of LessPay via a cellular connection

(Step 1 in Fig. 1). After receiving the entrance data, the

cloud periodically sends fake entrance data to the user

(Step 2), in order to minimize the expected fare paid

by her (note that the cloud does not know the user’s

destination). In practice, the period is typically configured

as two minutes and the cellular traffic cost is within tens

of KBs.

• Phase 2: Relay attack on AFC card. When the user

reaches her destination, she taps her smartphone on an

exit terminal, and the exit terminal calculates how much

the user should pay for the trip according to the fake

entrance data (Step 3). Afterwards, the exit terminal sends

a debit message to the emulated AFC card, which is

instantly forwarded to the cloud by LessPay (Step 4). On

the cloud side, this debit message is first relayed to the

physical AFC card corresponding to the emulated AFC

card (Step 5), and then the message authentication code

(MAC) is relayed to the web server (Step 6). Finally, the

web server returns the debit message together with MAC

to LessPay (Step 7) and a transaction log is reported to

the AFC backend by the exit terminal (Step 8). So far,

we finish a typical workflow of our attack. According to

our measurement results, the round trip time from Step

4 to Step 7 is generally within 100 ms, which is totally

acceptable to user’s real-world experience.

At the heart of our attack architecture is an AFC card pool

that maintains a number of physical AFC cards for conducting

relay attacks (i.e., Step 5 and Step 6 in Fig. 1). The success of

relay attacks guarantees two important properties. First, AFC

backend cannot detect any data inconsistent during the process

of our attack, which means our attack is invisible to AFC

system operators. In other words, for an AFC system operator,

the debit & MAC provided by LessPay is indistinguishable

from the ones offered by a normal AFC card. Second, as the

web server (at the cloud side in Fig. 1) tampers both the station

and timestamp information in the entrance data to forge a very

short trip, we only need to maintain a relatively small number

of cards in the pool to serve for a large number of users, e.g.,

150 cards serving for 10,000 users. This is because our users’

very short fake trips can be easily scheduled by the cloud to

totally avoid conflicts.
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Fig. 2: Example: File structure of CTC.

As a representative case study, we conducted real-world

attacks to the City Traffic Card (CTC) system in City X, one

of the major cities in China, with tens of millions population.

Specifically, 100 users were recruited and each user randomly

used LessPay to take a subway 40 times a month. During

three-month experiments (from Jan. 10th to Apr. 10th, 2016)

with a total of 12,000 tests, 97.6% tests passed (the failed

tests are owing to the poor quality of cellular connections).

After the experiments, all AFC cards in our card pool still

work well. This demonstrates the feasibility and scalability of

our designed attack. We have reported the attack to several

popular AFC systems including CTC. Nevertheless, there does

not seem to be a good solution to prevent the attack in current

AFC systems.

In summary, this paper makes the following contributions:

• We construct a large-scale invisible attack on AFC systems

with NFC-equipped smartphones, thus enabling users to

pay much less than actually required.

• We develop an HCE app, named LessPay, based on our

constructed attack (detailed in Section III).

• We evaluate LessPay with real-world large-scale experi-

ments, which not only demonstrate the feasibility of our

attack (with 97.6% success rate), but also shows its low-

overhead in terms of bandwidth and computation (detailed

in Section IV).

The rest of this paper is organized as follows. Section II

describes the overview of a typical AFC transaction. Section III

presents how we construct the attack and how we implement

an HCE app, named LessPay, to enable the attack in practice.

Section IV evaluates LessPay through both real-world case

study and overhead measurement. Section V reviews the related

works, and Section VI draws some conclusions.

II. OVERVIEW OF AN AFC TRANSACTION

Before we describe our constructed attack and the developed

app, LessPay, in Section III, this section shows an overview of

the working principle of current AFC transactions, including

stored file structure, entrance protocol, and exit protocol. Note

that entrance and exit protocols provide important insight for

our attack design.

File structure. Among today’s AFC systems, the majority of

AFC cards follow the ISO/IEC 14443 standard. In this standard,



data in a smart card is stored in a very simple file system,

organized in a hierarchical tree structure. Each file is identified

by its unique file identifier. As an example, Fig. 2 shows the

file structure of CTC. The basic card information including

card number, card type, and expiration is stored under the root

directory. The data involved in the transactions of bus and

metro is stored in the purse directory.

Entrance protocol. When a passenger (with an AFC card)

wants to enter a station, the AFC system needs to execute the

entrance protocol, as shown in Fig. 3, based on the following

three steps.

• First, the station’s terminal requests and reads the basic

information of this passenger’s AFC card, including the

card number, the expiration, and the balance. The terminal

verifies this information, including checking the expiration

and whether the balance is sufficient.

• Second, if the above verification succeeds, the terminal

would try to write the entrance data to the Metro Data

file (just using the metro as an example). However, before

writing the entrance data, the AFC card needs to perform

a one-way authentication to the terminal. As shown in

Fig. 3, the terminal gets a random number R from the AFC

card, and then calculates a MAC by encrypting R with a

pre-installed key1 shared with this AFC card (right-hand

operations in Fig. 5).

• Finally, after generating MAC, the terminal sends the

entrance data with the calculated MAC to the AFC card.

The card performs an external authentication (shown in

Fig. 5): if passed, the entrance data would be written on

the card. On the other hand, the external authentication

works as follows. As shown in Fig. 5 (left-hand), the

AFC card first encrypts the random number R with the

key shared with the terminal. Because the AFC card has

received the terminal’s MAC, which has been computed

by encrypting the same random number R with the same

key (the right-hand operation in Fig. 5), the AFC card

can check whether the terminal’s authentication passes

through comparing the two ciphertext. If the terminal is

fake, the authentication fails.

After the whole protocol is executed, the passenger will be

allowed to enter the station, and her AFC card has been written

her entrance information.

Exit protocol. When the trip is finished, the passenger taps her

card on the exit terminal. The terminal preforms exit protocol,

which is shown in Fig. 4, based on the following two steps.

• First, the terminal reads the same basic information as

the entrance stage, including the card number and the

expiration, as well as the entrance data from the card.

Then, the terminal verifies the above information. If the

verification succeeds, the terminal calculates the fare that

1The key of each card is unique in practice. Instead of storing all keys
(which is obviously impossible), the key of each card is generated using a root
key and its card number. The root key is stored in a so-called SAM module
attached on the terminal. The terminal uses SAM to generate the each-card
key.
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Fig. 3: The entrance protocol.
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Fig. 4: The exit protocol.

the passenger needs to pay. The verification process is

the same as the first step in the entrance protocol.

• Second, in order to upload the transaction log information

to the AFC backend, the card and terminal need to perform

a mutual authentication with each other. In other words,

besides the authentication to the terminal, in this step

(called debit checking step), the terminal also needs to

check whether the AFC card is emulated or fake. The

process that the card authenticates the terminal is almost

the same as the authentication step in the entrance protocol.

On the contrary, i.e., the terminal authenticating the card,

the AFC card needs to use its private transaction key

TK to generate a session key SK and a MAC’ (generated

using the SK), and then sends them to the terminal for the

authentication. The most important property in this step is:

a fake or emulated AFC card cannot have a transaction

key to pass the authentication.

After the mutual authentication, the terminal uploads the

transaction information to its backend.

III. ATTACK DESIGN AND LESSPAY IMPLEMENTATION

In this section, we first present how we design our attack

(in Section III-A and Section III-B) and the implementation

of the LessPay app (in Section III-C).

As shown in Fig. 1, our attack has six steps (i.e., Step 1-2

and Step 4-7). Step 3 and 8 do not belong to our attack, since









app on. As we pointed out, the traffic in each round-trip is

less than 1KB. As a result, network with 100Mbps bandwidth

is able to serve hundreds of thousands of users.

D. Scalability

We now explore whether LessPay can scale to large number

of users. The scalability of LessPay depends on the number

of physical cards in the cloud-side pool. In other words, more

physical cards can make LessPay support more users. In

order to evaluate the scalability of LessPay, we conducted a

simulation study. The simulation assumes: 1) users use LessPay

in rush hours, 2) all the users use LessPay within two hours,

and 3) users’ arrivals follow the Poisson distribution. The user

can be denied service, if she has to wait for longer than 15

seconds. We present the simulation results – the relationship

between the amount of users LessPay can support and the

number of physical cards in the card pool – in Fig. 12. We also

choose different service denial rates (0.1 and 0.2) to evaluate

the scalability of LessPay under different environments. As

shown in Fig. 12, even during rush hours, maintaining a card

pool size of 150 will satisfy 10,000 users’ need, which means

LessPay can serve much more users by simply adding a few

more cards to the pool. Thus, we conclude that LessPay scales

well to large number of users by only maintaining a moderate-

sized AFC card pool at the cloud-side.

V. RELATED WORK

This section reviews previous studies on relay attack and

attacks on contactless payment, smart card and AFC system.

Relay attack. Attackers have been trying to implement a

relay attack using various approaches. Initially, researchers

built specific hardware to relay the communication between

a smart card and a terminal. Hancke et al. [14] used a self-

built hardware to increase the distance up to 50m. They also

deeply reviewed relay attacks in [15], discussing relay resistant

mechanisms.

With the development of NFC, recent works have focused

on relay attacks using mobile phones. Nokia 6131 was the first

phone ever produced with NFC capability. Francis et al. [16]

revealed the possibility to perform a relay attack using COTS

devices. In [16]–[18], researchers performed relay attacks using

Nokia mobile phones and discussed the feasibility of some

countermeasures, such as timing, distance bounding, and GPS-

based or network cell-based location.

More recently, researchers focused on relay attacks with

Android mobile phones. Roland et al. [19], [20] described

relay attack equipment and procedures on Android phones.

Lee [21] demonstrated an open-source software NFCProxy that

is able to proxy transactions using Android phones. Korak and

Hutter [22] compared timing on relay attacks using different

communication channels. Still some other work relates to

privacy or human interaction issues [23], [24].

Contactless payment. Extracting information from the transac-

tion communication between a credit card and a POS terminal

using eavesdropping is possible. Haselsteiner and Beitfuß [25]

showed a possible way to eavesdrop NFC. They suggested

that, while normal communication distances for NFC are up to

10cm, eavesdropping is possible even if there is a distance of

several meters between the attacker and the attacked devices.

However, this information (mainly credit card numbers, and

expiration) can be obtained directly via NFC or even through

social engineering. Paget [26] showed the process and later

encode this information and wrote to magnetic stripe cards.

This attack is also known as downgrade attack, which may not

apply nowadays, due to banks refusing magnetic stripe cards

and migrating to Chip and PIN.

Smart card and AFC system. Originally, the MIFARE chip,

which is a memory card chip, was developed as a solution for

AFC. In 1994, an AFC system based on MIFARE was first

deployed in Oslo, Norway. Ten years after its introduction,

the MIFARE Classic was seen as the major candidate for

AFC systems. In 2008, however, researchers discovered a

serious security flaw in MIFARE Classic cards [27]–[29]. In

particular, the cipher algorithm used in MIFARE Classic, known

as CRYPTO1, has been reversed and reconstructed in detail,

and a relatively easy method to retrieve cryptographic keys

was revealed. Since then, the AFC cards have been gradually

replaced by processor cards globally.

According to a public report, in Dec. 2010, two engineers

from Qihoo used the flaw of MIFARE Classic chip to crack four

Beijing Municipal Administration Traffic Cards and modified

the balances. [30] Beijing had stopped issuing the MIFARE

Classic card since then. The newly issuing cards are processor

cards, which are the cards we used in our attack model.

VI. CONCLUSIONS AND FUTURE WORK

A. Conclusions

Today’s AFC systems have been globally adopted and

billions of AFC cards have been issued all over the world.

Among these systems, ISO/IEC 14443 is the main protocol

used worldwide, being near universal in East Asia and Europe,

and in its early adoption in the rest of the world. Under this

background, this paper proposes a new attack on AFC systems,

which is scalable and invisible to AFC system operators.

In this paper, we have developed an HCE app, named Less-

Pay, based on our proposed and reported attack, and evaluated

the app through real-world experiments. The evaluational results

demonstrate the feasibility, practicality and scalability of our

approach.

B. Future Work

As this work has shown, the new attack challenges the current

thinking about the security of near field payments. Therefore

it is time for the industry to take an interest, which leaves the

possible contermeasures as future work. From the brute-force

to smart solutions, the following ideas could be applied or

tested:

1) Replace the system entirely with online transactions.

Currently, most systems work offline due to historical

reasons, which leaves this flaw that attackers may fool

the systems and terminals without being detected. If the
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